United States Patent and Trademark Office 



UNITED STATES DEPARTMENT OF COMMERCE 
I nilid Stall-, l'atint and Trademark Office 

Address: COMMISSIONER FOR PATENTS 



APPLICATION NO. 



10/571.299 



FILING DATE 



O.VI 0/2000 



FIRST NAMED INVENTOR 



ATTORNEY DOCKET NO. CONFIRMATION NO. 



50400 7590 09/18/2008 

SCHWEGMAN, LUNDBERG & WOESSNER/SAP 
P.O. BOX 2938 
MINNEAPOLIS, MN 55402 



BEYEN, ZEWDU A 



PAPER NUMBER 



DELIVERY MODE 



Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 



PTOL-90A (Rev. 04/07) 



l/ffflrC? nVrliUli Otfff Iff ids y 


Application No. 

10/571,299 


Applicant(s) 

HAHN, ANDREAS 


Examiner 

ZEWDU BEYEN 


Art Unit 

4144 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1 .704(b). 

Status 

1 )|EI Responsive to communication(s) filed on 03/10/2006 . 
2a )□ This action is FINAL. 2b)^ This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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DETAILED ACTION 

1 . Claims 1-16 have been examined and are pending 

information Disclosure Statement 

2. An initialed and dated copy of Applicant's IDS form 1449 submitted 03/10/3006, is 
attached to the instant Office action. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

Claimsl,6, and 9 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 

failing to particularly point out and distinctly claim the subject matter which applicant regards as 

the invention. The statement "The router being set up to only route addresses within the shared 

access address range" is an indefinite statement because routers do not route addresses. 

NOTE: For the purpose of only completing a first action on the merit the examiner 

considered, the statement "The router being set up to only route addresses within the shared 
access address range" as, the router being set up to only ROUTE PACKETS BASED ON 
ADDRESSES WITHIN THE SHARED ACCESS ADDRESS RANGE. 



Claim Rejections ~ 35 USC § 193 
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4. The following is a quotation of .55 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though: the ire, ention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art. to which said subject matter pertains. Patentabi lity shal 1 not be negatived 
by the manner in which the invention was made. 

5. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C'. ] 03(a) arc summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobvi.ousn.ess. 



6. claims 1,2, 3,4,9,10,11,12,14,15, and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over applicant admitted prior art 'AAPA' (fig.l), and in view Furukawa 
(US20060036768). 



Regarding claims 1, 9, 14, 15, and 16, 'AAPA' (fig.l) teaches a computer network 
system comprising: a plural iiy of client hardware elements forming a computer network (Tig. I 
cloud .1.14); a server network segment comprising a plurality of service (fig. 1 . cloud 1. 12); and a 
router for Interconnecting the computer network with the server network segment -I fig.l 
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box. I !6); the computer network being assigned at least one first access address range (fig. 1 , IP- 
range IO.x.a.x), 

and the server network segment being assigned , the at least one third access address 
range (fig. 1 , IP-range 10.10. 10, x)Ls a shared address range representing at least a .sub-range of 
the at least one first access address range(fig.l, IP-range 10.10.10.x, in the server segment and 
the IP-range lO.x.x.x on the computer network segment arc shared range ).. each of the plurality 
of services being assigned one access address within the shared address range (IP-range 
10.10.10.x, in the server segment, each service have separate port number) and the router being 
set up to only route addresses within the shared access address range(fig.l discloses a router with 
access list that allow communication only between the listed addresses). 

'AAPA' silent on, the server network segment being assigned at least one second access 
address range, wherein the at least one second access address range is an exclusive address range 
separate from the at least one first access address range. 

However, in an analogous art, Furukawa teaches the server network scgmcnt/"external 
area of an 11 s network" i-jne asvgiKcl at lea.-e. L>n sceom ■ ..o add;x % nmge, wherein the at 
least urn set. ui cce\ uddre-o at s a ex el sheaddr, s -...par, from t n least 

one first access address range (fig. 18, paragraph 102, discloses the addresses are subdivided 
into both the private address communication range and the non-private address communication 
range). 
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Therefore it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of the 'AAPA* by assigning at least one second access 
address range on the server segment,, wherein the at. least one second access address range is an 
exclusive address range separate from the at least one first access address range, as suggested by 
Furakawa. This modification would benefit the system by providing additional .security since the 
private addresses are not known to the external environment. 

Regarding claims 2, and 10, ' AAPA' (fig.l) teaches a computer network system according to 
claim l,and 9 wherein the access address ranges are Internet Protocol address ranges (fig.l 
shows an IP-range). 

Regarding claims 3, and 11, 'AAPA' (fig.l) teaches a computer network system according to 
claim 1, and 9 wherein the server network segment is a LAN server (fig.l shows a LAN server). 

Regarding claims 4, and 12, 'AAPA" (fig.l) teaches a computer network system according to 
claim 1 , and 9 wherein the computer network is a Local Area Network LAN or a Wide Area 
Network WAN (fig. 1 a Local Area computer Network). 

Regarding claim 6, 'AAPA" discloses a router for interconnecting a server network segment 

comprising a plurality of services with a computer network (fig.l, box. 11 6) 

the computer network being assigned at least one first access address range (fig.l, 
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IP-range lO.x.x.x), 

and the server network segment being assigned , the at least one third access address 
range (fig.l, IP-range 10.10.10.x)is a shared address range representing at least a sub-range of 
the at least one first access address range(fig.l, IP-range 10.10.10.x, in the server segment and 
the IP-range lO.x.x.x on the o j "> iki t i u k -.si a;\- u ! ran-ce ;. cw- h ^ i ! plus flity 
of services being assigned one access address within the shared address range (IP-range 
10. 10. 10.x, in the server segment, each service have separate port number) and the router being 
set up to only route addresses within the shared access address range(fig. 1 discloses a router with 
access list that allow communication only between the listed addresses). 

' AAPA' silent on, the server network segment being assigned at least one second access 
address range, wherein the at least one second access address range is an exclusive address range 
separate from the at least one first access address range. 

However, in an analogous art, Furukawa teaches the server network segmcnt/^'cxtcrnal 
area of an IP network" being assigned at least one second access address range, wherein the at 
least one second access address range is an exclusive address range separate from the at least 
oik first trees- aodo-^-a; i ; |V; ^ pa: u ./is !"?. d st in-, - t v ad. *. - n -ubdivided 
into both the private address communication range and the non-private address communication 
range). 
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Therefore it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of the applicant admitted prior art by assigning at 
least one second aece- , uddn. >s r.mgc on the >er\ ei segment wherein rhc at lea »? one second 
access address range is an exclusive address range separate from the at least one first access 
address range, as suggested by Furukawa, for the same reasoning the examiner supplied in 
claims 1 and 9 above. 

Regarding claim 7, 'AAPA' teaches a router according to claim 6, the access address ranges 
are Internet Protocol address ranges (tig. 1 shows an IP-range). 

7. Claims 5, 8 and 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 'AAPA', 
and Furukawa as applied to claims 1 and 9 above, in further in view of Lakshman et al. to 
(US5951651). 

Regarding claim 5, the combination of AAPA -Furukawa silent on, a computer network system 
according to claim, i , wherein the router comprises a filter set up to block addresses from the 
second access address range and to let pass addresses from the third access address range. 

However, in an analogous art, Lakshman teaches wherein the router comprises a filter set 
up to block addresses from the second access address range and to let pass addresses from the 
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third access address range t fig 2, fig.3,col.3 ins.58~64,and col .4 ins. 12-21, disclose a router and 
filtering rules that can be applied in the router to block or pass packets). 

Therefore it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of the combination of AA PA-Furukawa by including 
filter in the router to block addresses from the second access address range and to let pass 
addresses from the third access address range as suggested by Lakshman. This modification 
would benefit the system by providing a fast destination or source address check up to facilitate a 
speedy communication. 

Regarding claim 8, the combination of AAP A-Furukawa silent on a router according to claim 6, 
the router comprising a filter which is set up to block addresses from the second access address 
range and to let pass addresses from the third access address range. 

However, in an analogous art, Lakshman teaches wherein the router comprises a filter set 
up to block addresses from the second access address range and to Set pass addresses from the 
third access address range(fig.2, fig.3,col.3 lns.58-64,and col.4 Ins. 12-21, disclose a router and 
filtering rules that can be applied in the router to block or pass packets). 

Therefore it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of the combination of AAPA-Furukawa by including 
filter in the router to block addresses from the second access address range and to let pass 
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addresses from the third access address range as suggested by, Lakshman, for the same 
reasoning the examiner supplied in claim 5 above. 



Regarding claim 13, the combination of A A P A-Fumkawa silent on a method according to claim 
1 1 , further comprising the step of setting up a filter in the router in such a manner that the filter 
blocks addresses from the second access address range(s) and passes addresses from the third 
access address range(s). 

However, in an analogous art, Lakshman teaches wherein the router comprises a filter set 
up to block addresses from the second access address range and to let pass addresses from the 
third access address range(fig.2, fig.3,col.3 lns.58-64,and col.4 Ins. 12-21, disclose a router and 
filtering rules that can be applied in the router to block or pass packets). 

Therefore it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of the combination of AAPA-Furukawa by including 
filter in the router to block addresses from the second access address range and to let pass 
addresses from the third access address range as suggested by Lakshman, for the same 
reasoning the examiner supplied in claim 5 above. 
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Conclusion 

Since the U.S. Patent and Trademark Office normally will not institute an interference 
between applications or a patent and an application of common ownership (see MPEP Chapter 
2300), the assignee is required to state which entity is the prior inventor of the conflicting subject 
matter. A terminal disclaimer has no effect in this situation since the basis for refusing more 
than one patent is priority of invention under 35 U.S.C. 102(f) or (g) and not an extension of 
monopoly. Failure to comply with this requirement will result in a holding of abandonment of 
this application. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ZEWDU BEYEN whose telephone number is (571)270-7157. 
The examiner can normally be reached on Monday-Friday (7:00am-6:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Taghi Arian can be reached on (571) 272-3787. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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